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Data Protection Policy incl GDPR 
 

1. Introduction 
ECI is a registered charity and company limited by guarantee. Throughout this policy, ECI 

refers to the organisation as a whole that comprises the work of the individual projects and 

any support services that are provided corporately. 

2. Statement of Intent 
ECI ensures that all data and information held on individuals (data subjects) including 

employees, clients and the public is managed and handled in a sensitive, secure and 

responsible manner. This includes photographic material. If in doubt about any aspect of this 

policy, please refer to your line manager for guidance. 

 

This policy document relates to the Data Protection Act (2018), and the Human Rights Act 

(1998).  

3. Responsibility for the Implementation of this Policy 
The trustees of ECI are ultimately responsible for ensuring that this policy is regularly reviewed 

and properly implemented.   

 

The Chief Executive will be responsible for ensuring the overall implementation of this policy. 

Responsibility for implementation within each project will lie with the relevant Project Manager. 

 

ECI is registered as a data controller with the Information Commissioner (Number Z9415436) in 

relation to 4 purposes: Staff Administration, Administration of Membership Records, Fundraising 

and Realising the Objectives of a Charitable Organisation or Voluntary Body.  

4. Related Policies 
Equalities & Diversity Policy; Criminal and Safeguarding Checks and Employers Duty to Refer 

Information Policy; Confidentiality Policy. 

5. Background 
The UK GDPR and Data Protection Act (2018) includes both manual and computerised data 

and information. It covers all aspects of processing data: collection, holding, access, use, 

disclosure and destruction.   

 

Personal data covers both facts and opinions on identifiable, living individuals, which is either 

being processed or is recorded in a relevant filing system. 

 

The Human Rights Act 1998 brought the European Convention on Human Rights into UK law 

and of relevance is Article 8. This Article states that everyone has the right to respect for their 

private and family life, home and correspondence. It is not an absolute right and is qualified 

by lawful restrictions. 

 

Personal information about members of staff, volunteers, and/or service users will be stored by 

ECI on commencement of the individual’s involvement with ECI. 

6. Who to contact at ECI regarding Data Protection 
The designated Data Protection Lead and named contact with the ICO is: 

Ellie Taylor (ellie.taylor@eci.org.uk) 
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7. The UK GDPR Data Protection Principles and Accountability 
ECI will ensure that all personal data is processed in accordance with the UK GDPR principles. 

All staff, volunteers and trustees who handle personal data are responsible for ensuring these 

principles are followed. 

 

1. Lawfulness, Fairness and Transparency 

Personal data must be processed lawfully, fairly and transparently. 

 

ECI will: 

• Identify and document an appropriate lawful basis before collecting or using personal 

data. 

• Ensure individuals understand why their information is being collected and how it will be 

used. 

• Provide privacy information in a clear, accessible and age-appropriate format. 

• Be open and honest about information sharing and data retention practices. 

• Only use personal data in ways that individuals would reasonably expect. 

• Staff must not collect personal information without a clear and documented purpose. 

 

2. Purpose Limitation 

Personal data must only be collected for specified, explicit and legitimate purposes. 

 

ECI will: 

• Clearly define the purpose for collecting information before collection takes place. 

• Collect only information needed to deliver services, fulfil legal obligations or meet 

legitimate organisational needs. 

• Not use personal data for unrelated purposes unless there is a lawful basis to do so. 

• Ensure any new use of personal data is reviewed and documented before 

implementation. 

• Examples include service delivery, safeguarding, employment administration, fundraising, 

volunteer management and legal compliance. 

 

3. Data Minimisation 

Personal data must be adequate, relevant and limited to what is necessary. 

 

ECI will: 

• Only collect information that is genuinely required. 

• Regularly review forms, databases and records to remove unnecessary information 

requests. 

• Avoid creating duplicate records wherever possible. 

• Ensure reports use anonymised or aggregated information where personal details are not 

required. 

 

Staff should always ask: 

"Do I genuinely need this information to carry out my role or fulfil the purpose of processing?" 

If the answer is no, the information should not be collected. 

 

4. Accuracy 

Personal data must be accurate and kept up to date. 

 



V.2 

5 

 

ECI will: 

• Take reasonable steps to ensure information remains accurate. 

• Correct inaccurate or incomplete information promptly. 

• Encourage service users, supporters, volunteers and employees to notify ECI of any 

changes. 

• Periodically review key records to ensure they remain current. 

• Record the source of information where appropriate. 

 

If a member of staff becomes aware that information is inaccurate, they must report and 

correct it as soon as possible. 

 

5. Storage Limitation 

Personal data must not be kept for longer than necessary. 

 

ECI will: 

• Maintain and follow a retention schedule (Appendix 4). 

• Securely delete, destroy or anonymise information when it is no longer required. 

• Review retained information periodically. 

• Ensure archived records have a documented reason for retention. 

• Retain information for longer periods only where required by law, safeguarding 

requirements, regulatory obligations or legitimate organisational interests. 

 

All staff are responsible for ensuring unnecessary files, emails and paper records are not 

retained indefinitely. 

 

6. Integrity and Confidentiality (Security) 

Personal data must be processed securely and protected against unauthorised access, loss, 

destruction or damage. 

 

ECI will: 

• Restrict access to information on a need-to-know basis. 

• Use secure passwords and multi-factor authentication where available. 

• Store paper files securely. 

• Use encryption where appropriate. 

• Ensure personal data is transferred securely. 

• Provide regular staff and volunteer training on information security. 

• Maintain procedures for responding to personal data breaches. 

 

Any suspected loss, theft, unauthorised disclosure or cyber incident involving personal data 

must be reported immediately to the Data Protection Lead. 

 

7. Accountability 

ECI must be able to demonstrate compliance with UK GDPR. 

 

ECI will: 

• Maintain appropriate policies, procedures and privacy notices. 

• Keep records of processing activities where required. 

• Carry out Data Protection Impact Assessments (DPIAs) when processing presents higher 

risks to individuals. 

• Maintain records of data breaches and responses. 

• Review data protection policies regularly. 
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• Provide appropriate training to staff, volunteers and trustees. 

• Monitor compliance and take corrective action where necessary. 

• Compliance with data protection legislation is the responsibility of everyone who collects, 

accesses, uses, stores or shares personal data on behalf of ECI. 

8. Lawful Bases for Processing Personal Data 
 

Lawful Basis When ECI May Use It Examples 

Consent Where the individual has given 

clear, informed and freely given 

permission for a specific activity. 

Consent can be withdrawn at any 

time. 

Marketing emails, publicity photographs, 

case studies, newsletter subscriptions. 

Contract Where processing is necessary to 

enter into or fulfil a contract with 

an individual. 

Employment contracts, volunteer 

agreements, service agreements, payment 

of salaries. 

Legal 

Obligation 

Where ECI must process 

information to comply with a legal 

requirement. 

HMRC reporting, safeguarding referrals, 

employment law obligations, Charity 

Commission requirements, health and safety 

records. 

Vital 

Interests 

Where processing is necessary to 

protect someone's life or prevent 

serious harm. 

Sharing emergency medical information 

with healthcare professionals during a crisis. 

Public Task Where processing is necessary to 

carry out a task in the public 

interest or under official authority. 

Generally not relied upon by ECI unless 

acting under a statutory function or formal 

public authority arrangement. 

Legitimate 

Interests 

Where processing is necessary for 

ECI's legitimate activities and 

these interests are not overridden 

by the rights and freedoms of the 

individual. 

Managing client services, volunteer 

administration, supporter relationship 

management, maintaining organisational 

records, certain fundraising activities, fraud 

prevention and network security. 

9. Special Category Data 
Where ECI processes special category personal data (such as information about health, 

ethnicity, religion, trade union membership, sexual orientation or criminal convictions), an 

additional condition under UK GDPR and the Data Protection Act 2018 must also apply. 

 

Examples include: 

Condition Example 

Explicit consent A participant agrees to provide health information to 

receive tailored support. 

Employment, social security and social 

protection law 

Maintaining sickness absence and reasonable 

adjustment records. 

Vital interests Emergency medical situations where consent cannot 

be obtained. 

Substantial public interest Safeguarding children and vulnerable adults. 

Provision of health or social care Delivery of support services involving health or 
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wellbeing information. 

 

Before collecting, using or sharing personal data, ECI will identify and document an 

appropriate lawful basis for processing. Where special category personal data is processed, 

ECI will identify both a lawful basis under Article 6 UK GDPR and an additional condition for 

processing under Article 9 UK GDPR. Staff and volunteers must not assume that consent is 

required for all processing activities and should seek guidance from the Data Protection Lead 

where there is uncertainty.  

10. Information Sharing 
 
▪ All personal data should be kept securely, either on a password protected database, or if it is in 

paper format, in a locked filing cabinet.  

▪ Staff using computer systems are only authorised to access data files that are relevant to their area 

or work 

▪ Personal data should not be moved or transported. However, there will be times when this is 

unavoidable and in these circumstances, the employee responsible has a duty of care to ensure 

the personal data remains as secure as possible.  

 

Personal data will only be shared where there is an identifiable lawful basis under UK GDPR 

and where sharing is necessary, proportionate and appropriately documented. 

 

There will be some cases in which information regarding employees or clients that will require 

information to be shared. 

• Clients & volunteers: information may be shared to benefit or prevent harm to, an 

individual or for legal purposes – see Appendix 1, specifically A1.10 & A1.11 

• Employees: information may be shared as in 7.2.1 or to prevent harm to another 

employee or the organisation – see Appendix 2, specifically A2.1  

 

If information is to be shared, wherever possible the individual should be fully informed of the 

consequences of consent or non-consent and the details of the information shared, given to 

them. Where harm to others may occur (see Child Protection Policy) the individual should not 

be informed.  

 

Special category personal data 

The UK GDPR and Data Protection Act 2018 makes specific provision for sensitive personal 

data. Special category personal data includes racial or ethnic origin; political opinions; 

religious or other beliefs; trade union membership; personal health; sex life; criminal 

proceedings or convictions. 

 

Special category personal data can only be processed under strict conditions including: 

• having the explicit consent of the individual data subject; 

• being required by law to process the data for employment purposes (equal opportunities); 

• the need to process information in order to protect the vital interests of the data subject or 

another; and 

• dealing with the administration of justice or legal proceedings. 

•  The organisation will assess a child's capacity to understand the processing of their 

personal data and will comply with UK GDPR requirements regarding parental consent 

where applicable. 

 

Data Storage 
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Information and records relating to service users, staff & volunteers will be stored securely and 

will only be accessible to authorised staff and volunteers. 

 

Information will be stored for only as long as it is needed or required to remain in line with 

statute and will be disposed of appropriately. 

 

It is ECI’s responsibility to ensure all personal and company data is non recoverable from any 

computer system previously used within the organisation, which has been passed on/sold to a 

third party. 

 

Data Access and Accuracy (Subject Access Requests) 

All Individuals/Service Users have the right to access the information ECI holds about them.  ECI 

will also take reasonable steps to ensure that this information is kept up to date by asking data 

subjects whether there have been any changes. 

 

This policy, along with any closely related policies, will be updated as necessary to reflect best 

practice in data management, security and control and to ensure compliance with any 

changes or amendments made to the UK GDPR and Data Protection Act 2018. 

Personal Data Breach Reporting 

Any suspected personal data breach must be reported immediately to the Data Protection 

Lead. 

The organisation will assess whether notification to the ICO is required within 72 hours. 

A record of any data breach will be recorded as an incident and all details including actions 

taken will be stored as per our retention policy (appendix 4).  

11. Glossary of Terms 

 

Data Controller – The person who (either alone or with others) decides what personal 

information ECI will hold and how it will be held or used. 

 

UK GDPR and Data Protection Act 2018 – The UK legislation that provides a framework for 

responsible behaviour by those using personal information. 

 

Data Protection Officer – The person(s) responsible for ensuring that ECI follows its data 

protection policy and complies with the UK GDPR and Data Protection Act 2018. 

 

Individual/Service User – The person whose personal information is being held or processed by 

ECI for example: a client, an employee, or supporter. 

 

Explicit consent – is a freely given, specific and informed agreement by an Individual/Service 

User in the processing of personal information about them.  Consent is one of the lawful bases 

available under UK GDPR. Explicit consent is generally required only for certain categories of 

special category data or where another lawful basis is not appropriate. 

 

Notification – Notifying the Information Commissioner about the data processing activities of 

ECI, as certain activities may be exempt from notification. 

 

The link below will take you to the ICO website where a self-assessment guide will help you to 

decide if you are exempt from notification:  

http://www.ico.gov.uk/for_organisations/data_protection/the_guide/exemptions.aspx 

http://www.ico.gov.uk/for_organisations/data_protection/the_guide/exemptions.aspx
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Information Commissioner – The UK Information Commissioner responsible for implementing 

and overseeing the UK GDPR and Data Protection Act 2018. 

 

Processing – means collecting, amending, handling, storing or disclosing personal information. 

 

Personal Information – Information about living individuals that enables them to be identified – 

e.g. name and address, this also includes email addresses. It does not apply to information 

about organisations, companies and agencies but applies to named persons, such as 

individual volunteers or employees within ECI. 

 

 Special category personal data– refers to data about: 

• Racial or ethnic origin 

• Political affiliations 

• Religion or similar beliefs 

• Trade union membership 

• Physical or mental health 

• Sexuality 

• Criminal record or proceedings  
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Appendix 1 – Q&A 
 

How long should I keep records before destroying them? 

This depends on what you are storing. See Appendix 4. 

 

When might I want to collect personal data & information? 

On a very basic level, you may wish to collect names & contact information for those that 

attend an activity to ensure you can follow up with further information, or perhaps you wish to 

make sure they receive a newsletter. Collecting personal data & information may be a pre-

requisite of running the activity such as providing training. 

 

More importantly you may wish to collect the information about clients to ensure that you can 

provide the best service possible and to monitor performance.  

 

How do I know what information to collect? 

You first need to know exactly how you wish to use the information you collect. Is it to: 

• send newsletters? 

• monitor the performance of a project? 

• monitor equal opportunities? 

• report on another organisation’s requirements? 

 

On most occasions, the only information you will need from the public will be: Title, Name, Full 

address, Email, Phone (landline & mobile), Organisation (if applicable) and Website (if 

applicable). Bank details can also be sought if they are to be a financial supporter. This 

information is required is to ensure that contact can be made in a variety of ways if required.  

 

When collecting information for performance monitoring this will differ for each situation.  

 

What do I do if I want to use photographic material? 

When taking photographs always inform those around you that you wish to do so.  Give 

anyone a chance to refuse to be in a photograph and take contact details of anyone that 

agrees. If children under 18 are present, you must receive consent from a parent or carer. Use 

the following phrase or similar to below to explicitly receive the persons consent: 

 

“I agree for any photograph of me to be used in any ECI literature or publicity” 

 

When you are clear which photograph you wish to use, out of courtesy, contact those in the 

photograph and inform them how their photo will be used.  

 

Is there a standard phrase I should use on my leaflets or documents when asking for personal 

data and information? 

Yes. ECI wishes to be able to follow up any contact with further publicity about our work; 

however we need to ensure that individuals actively opt in. Therefore there are two phrases to 

include: 

“ECI sends out quarterly newsletters with updates about the work we do.  If you want to 

receive this newsletter please tick the box.” 

“Periodically ECI may wish to send out information regarding our work and the support you 

can give.  If you want to receive this information please tick the box.” 
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Where should I store personal data & information? 

Personal data and information about staff should be stored in the appropriate electronic or 

manual filing systems.  

 

Personal data and information about clients should be stored in secure databases and will 

vary for each project. We currently use secured folders on Office 365.  

 

Personal data and information about other contacts should be stored in the central ECI 

Shared Contacts. 

 

If there is no option and I have to transport some personal data, how should I do this? 

Before transporting data, make sure you know what data you are transporting, and a backup 

copy of the data, in either electronic or hard copy form is left in the office. 

 

Only ECI issued USB data sticks which have been encrypted should be used for the transferral 

of electronic data.  All data sticks will be signed in and out on the USB Register and the 

individual will have to sign the register to confirm they have had the appropriate training from 

the IT Administrator.  

 

Security   

Strong passwords and multi-factor authentication must be used where available. Passwords 

should be changed immediately if compromise is suspected. 

Passwords need to be a minimum of 12 characters with a mixture of letters, numbers and 

symbols.  This Kaspersky password security checker can be used as a rough guideline to the 

strength of a password/passphrase: https://password.kaspersky.com/ 

 

If you have to transport manual (paper) files then be very careful about where you place the 

information, avoiding any situation where you might forget to pick it up.  

 

What should I do if I lose personal data? 

Inform your manager as soon as possible, who may decide to consult with Chief Executive, 

and wherever possible retrace your steps and search for the lost data. If after 48 hours you are 

unable to find the data, you must start contacting the people to which the data relates. If the 

data is highly sensitive, it should be a manager who contacts the people. 

 

https://password.kaspersky.com/
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How do I know when I can share information? 

Please consult with the Chief Executive if there is any question. Follow the flow diagram to 

decide when to share information when another organisation requests it. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

How do I decide what is sufficient Public Interest? 

The term ‘public interest’ cannot easily be defined but, in essence it is something which is in 

the interests of the community as a whole, a group within a community or even an individual. 

It should be remembered that public interest is not the same as ‘interesting to the public’. 

 

There may be circumstances when you want to share personal information with other 

agencies when you don’t have consent to do so from the person whose information you want 

to share. You are permitted to make a disclosure without a person’s consent if you strongly 

believe that the disclosure is in the best interests of society. For example, if the disclosure would 

assist in preventing crime and disorder, apprehending or prosecuting offenders, or protecting 

the health and safety of employees and members of the public or for national defence. 
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There are also public interests, which in some circumstances may weigh against sharing, e.g. 

the public interest in maintaining public confidence in the confidentiality of certain services, 

perhaps in a situation involving a doctor and their patient. Whenever you wish to share 

information in the ‘public interest’ you must weigh up the public interest in disclosing the 

information against the public interest in withholding the information. 
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Appendix 2 – Employee and internal confidentiality  
 

Supervision & appraisals 

During supervision and appraisal, information discussed will be confidential to the member of 

staff, their supervisor and their line manager, except in the following circumstances: 

• There is agreement by both parties to disclose the information outside supervision. 

• Behaviour or activities which bring the organisation into disrepute 

• Harm to self and others 

• Illegal activity (depending on currency and severity) 

• Actions of Gross Misconduct  

• Activities where Child Protection and Vulnerable Adults Policies apply 

• Activities relating to performance or capability  

• Activities that may lead to disciplinary action  

• The information given by the supervisee will have significant impact on the organisation 

(e.g. long term sickness) 

 

Information disclosed to any member of staff will be confidential to the immediate members of 

that staff team, unless the conditions of A2.1 apply. 

 

ECI Council, committees and sub-groups 

The papers of all ECI Council meetings, committees and sub-groups will be available for all ECI 

staff to look at, unless specifically agreed in advance by the Chair of the relevant Committee.  

In cases where the Chair of the relevant Committee deems that papers will not be available 

to staff, they will need to explain the principle of why this decision is being made (e.g. 

because of individual staffing issues), and the restriction will only apply to papers relating to this 

particular part of the meeting.   

 

Information contained in the papers of all ECI Council meetings, committees and sub-groups 

should be considered confidential to members of these Committees and ECI staff and will only 

be disclosed to other parties with the permission of the Chair of the relevant Committee. 
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Appendix 3 – Data Protection Statement and Privacy Statement 
 

Data Protection Statement 

This is a statement outlining how Exeter Community Initiatives (ECI) meets its obligations under 

the UK GDPR and Data Protection Act 2018 ("the Act"). The statement is subject to regular 

review to reflect, for example, changes to legislation (Such as GDPR) or to the structure or 

policies of ECI. The statement is made available to all staff that are expected to apply it.  

 

ECI needs to collect and use certain types of information about people with whom it deals in 

order to operate. These include: ECI’s own employees; supporters, clients, partner 

organisations, suppliers and others with whom ECI conducts business. In addition to carrying 

out our own legal functions, ECI may occasionally be required to collect and use certain types 

of information of this kind to comply with the requirements of other government departments 

or legislation.  

 

ECI regards the lawful and correct use of personal information as important to the 

achievement of our objectives, to the success of our operations and to maintaining 

confidence between those with whom we deal and ourselves. We therefore aim to ensure 

that our organisation treats personal information lawfully and correctly.  

 

In order to achieve compliance with the Act and its principles, ECI has created and 

implemented internal policies and procedures, available to all staff, outlining individual and 

organisational data protection responsibilities and providing detailed guidance on ECI internal 

data protection procedures.  

 

Personal data and information will only be used for the legitimate purposes for which it was 

collected. Where any personal data may be disclosed to third parties, consent will be sought 

prior to disclosure.  

 

Any persons have a right to access the personal data and information that ECI holds and that 

relates to them. To obtain a copy of such data (or any part of it), in the first instance, please 

contact ECI.  ECI is no longer entitled to make a charge for the provision of such data (or any 

part of it).” 

 

Privacy Statement 

“Exeter Community Initiatives (ECI) receives personal information through this website. You 

may, for example, be asked for personal information if you want to take advantage of specific 

services that we offer, such as when registering for updates or requesting copies of our 

publications. In any case where you provide personal information, we will only use it to deliver 

the services you have requested.”  

(This privacy statement only covers ECI’s website).  

 

The ECI site does not automatically capture or store personal information, other than logging 

the user's IP address and session information such as the duration of the visit and the type of 

browser used. This is recognised by the web server and is only used for system administration 

and to provide statistics, which ECI uses to evaluate use of the site.  

 

This privacy statement does not cover links within this site to other websites.  

 

The ECI Website complies with the law which changed on 26 May 2011; this law applies to how 

you use cookies and similar technologies for storing information on a user’s equipment such as 
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their computer or mobile device.  The website seeks consent for a cookie from the subscriber 

or user. The subscriber means the person who pays the bill for the use of the line. The user is the 

person using the computer or other device to access a website.  A Privacy Policy in relation 

cookies is available on our website: http://www.eci.org.uk/ECIPrivacy-Policy. 

 

Summary of terms  

 

Browser 

Used to locate and display web pages via a software application. The most popular ones are 

Microsoft Internet Explorer, Mozilla Firefox and Google Chrome.  

 

IP (Internet Protocol) 

All networks connected to the internet speak IP, the technical standard that allows data to be 

transmitted between two devices. TCP/IP (Transmission Control Protocol/Internet Protocol) is 

responsible for making sure messages get from one host to another and that the messages are 

understood. 

 

IP address 

If you are connected to the Internet you have one, for example it may look something like this 

123.123.0.1. 

 

Web Server 

Delivers (serves up) web pages to your computer.  

 

Cookie 

This is a file created by the web browser on the user's PC in response to a message sent from a 

web server. Each time the web browser subsequently requests a page from the web server, 

this message is sent back. We only use cookies to record details for systems administration. We 

do not use cookies to collect or store personal information such as your name or e-mail 

address.  
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Appendix 4 – Retention of Personnel and other Related Records Suggested timescales 
 

Background 

While the fifth principle of the Data Protection Act states that “personal data kept for any purpose should not be kept for longer than 

necessary”, ECI also has to comply with other legal requirements.   Data controllers therefore need to have their own retention 

policy. (www.ico.gov.uk) 

 

This document therefore outlines the period of time for which all personnel and other related records should be held by ECI. 

 

Recruitment  Responsibility 

Job Application forms and interview notes 6 months after appointment for 

unsuccessful candidates 

As part of personnel file for successful 

candidate 

Administrator  

 

Chief Executive 

Diversity and Equality Monitoring forms (anonymized) 6 months after appointment for all 

candidates 

Administrator  

List of those who have taken application forms Until successful appointment Administrator 

Staff    

Personnel files including 

• Contact and next of kin information 

• Employment history 

• Supervisions & appraisals 

• Medical information 

• Support needs and reasonable adjustments 

made 

• Sickness records 

 

6 years after employment ceases Chief Executive 

DBS Photocopy of application should be 

destroyed once DBS confirmation received. 

The confirmation email should be kept for 6 

months 

Chief Executive 

Training records Employment plus 6 years  

http://www.ico.gov.uk/
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Parental leave records 5 years after birth/adoption of the child or 

18 years if the child receives disability 

allowance 

Chief Executive 

Redundancy details, calculations of payments, 

refunds, etc (for employment records) 

6 years from the date of redundancy Chief Executive 

Management Team Records Permanently for historical purposes Chief Executive 

Disciplinary warnings Ordinary warnings to be removed from 

active HR records after their expiry period 

 

 

Time cards 2 years after the annual leave year to 

which they refer. 

Chief Executive 

Annual leave records 6 years  

Safeguarding allegation Records should be kept until the person 

involved reaches retirement age or for 10 

years whichever is longer. 

 

Complaints, Investigations and Governance 

 

  

Whistleblowing  

 

Retain for 6 years after case closure, unless 

the matter relates to safeguarding, serious 

misconduct, fraud, litigation, regulatory 

investigation or other circumstances 

requiring a longer retention period. Where 

safeguarding issues are involved, retain in 

accordance with the organisation's 

safeguarding retention schedule. 

 

 

Complaints and investigations 6 years after closure  

Grievances 6 years after resolution  

Disciplinary investigations 6 years after employment ceases, except 

where the hearing or sanction is related to 

Chief Executive 
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safeguarding concerns in relation to 

children (see below).  

Fraud investigations 6-10 years after closure  

Data breach investigations 6 years after investigation  

Volunteers   

Volunteer files including  

• volunteer application forms 

• volunteer agreements 

• volunteer training records 

• volunteer supervision records 

• volunteer expense claims 

• support needs and reasonable adjustments 

6 years after volunteering ceases Administrator 

Clients/User Groups   

Client files (adults) 6 years after case closure unless 

contractual, safeguarding or funding 

requirements require longer. 

 

Project Managers 

Records relating to children Until the child reaches age 25 Family Resource 

Manager 

Annual Feedback forms 3 years Project Managers 

Finance   

Income tax and NI returns, income tax records and 

correspondence with the Inland Revenue 

7 years Finance Manager 

Accounting records 7 years Finance Manager 

Maternity pay records   

 

3 years after the end of the tax year in 

which the maternity period ends 

Finance Manager 

Sick pay records- calculations, certificates and self- 

certificates  

3 years after the end of the financial year 

to which they relate. 

Finance Manager 
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Wage/salary records 7 years Finance Manager 

Redundancy details, calculations of payments, 

refunds, notification to the Secretary of State. (for 

payroll records) 

7 years from the date of redundancy. Finance Manager 

Shareholders and External Contacts   

Database Remove from active marketing list 

immediately and retain minimal suppression 

information indefinitely or until no longer 

required to honour the individual's 

marketing preferences. 

 

Papers relating to the share scheme need 

to be kept for 7 years as these form part of 

the accounting records. 

Finance Administrator 

CCTV 

 

30-90 days unless required for investigation 

 

 

Website and marketing 

 

  

Newsletter subscriptions While subscription remains active; remove 

immediately on unsubscribe. Retain a 

suppression record indefinitely (or until no 

longer needed) to prevent re-mailing. 

 

Marketing consents Duration of marketing activity plus 6 years 

after consent is withdrawn or the individual 

ceases engagement. 

 

Event registrations 1 year after the event unless needed for 

safeguarding, finance, insurance, or grant 

audit purposes. 

 

Mailing lists / supporter databases Retain while the individual remains 

engaged. Review every 2 years and delete 

inactive contacts unless there is another 

lawful purpose for retention. 
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Suppression lists (opt-outs) Retain as long as necessary to ensure the 

individual is not contacted again. 

 

Media consent forms, photographs, video recordings 

and publicity materials 

Retain while actively used for marketing, 

communications, fundraising, publicity or 

archival purposes. Review every 3 years. 

Evidence of consent should be retained for 

6 years after the material is withdrawn from 

use or consent is withdrawn. Special 

consideration should be given to images of 

children, with periodic review of ongoing 

necessity. 

 

Fundraising 

 

  

Fundraising supporter records, donor records and 

fundraising preferences 

Retain while the supporter remains active. 

Review records after 6 years of inactivity 

and delete or anonymise where no 

continuing lawful purpose exists. 

 

Fundraising consents and communication preferences 

 

Retain for 6 years after consent is 

withdrawn or the supporter relationship 

ends. 

 

 

Gift Aid declarations and donation records Retain for 7 years.  

Fundraising complaints and investigations Retain for 6 years after closure.  

Fundraising suppression lists (opt-outs) Retain as long as necessary to ensure 

individuals are not contacted against their 

stated wishes. 

 

 

Health & Safety    

Risk assessments under Health and Safety regulations 

and other health and safety records 

3 years after replacement Project Managers & 

Chief Executive  

Asbestos records Permanent  

Accident files 
 

 

At least 3 years from accident date or longer 

where claims, safeguarding matters or 

statutory requirements apply. 

Chief Executive 
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However, for accidents involving children 

retain until age 21 at minimum 

For serious incidents longer retention may be 

justified 
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Contracts 

 

  

Supplier contracts 

Partnership agreements 

Grant agreements 

Variations to contracts 

Service level agreements 

6 years after expiry. 

 
 

Data sharing agreements and data processing 

agreements 

 

Duration of agreement plus 6 years 

 
 

Insurance 

 

  

Employer liability insurance records Permanent  

Other insurance claims 6 years after settlement  

Governance Records 

 

  

Trustee minutes Permanent  

Key governance and organisational history records Permanent  

Trustee Companies House records 

 

Permanent  

GDPR and information governance 

 

  

Subject Access Requests (SARs) 

 

3 years after closure Data Protection Lead 

Data breaches 

 

6 years after closure 

 

Data Protection Lead 

Data Protection Impact Assessment (DPIA) retain while processing continues plus 6 

years 

 

Data Protection Lead 

Consent records 

 

duration of processing plus 6 years 

 

Administrators 

Privacy notices (historic versions) 

 

6 years after replacement 

 

Data Protection Lead 

IT   

IT audit logs 1-2 years unless required for investigation  
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Sources of Information: http://www.businesslink.gov.uk/bdotg/action/detail?itemId=1074450470&type=RESOURCES  

 

 

http://www.businesslink.gov.uk/bdotg/action/detail?itemId=1074450470&type=RESOURCES
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